


AKTYAJIbHAA TEMA

Tak, N0 OLEHKaM CreLManmncToB, YPOBEHb arpec-
CUBHOCTW CETEBOW cpebl B NepBoM KeapTane 2017 T.
APKO XapaKTepuayeT To, 4To 26,67% nonb3oBartesneii
NepCcoHa/IbHbIX KOMMbIOTEPOB C MPeayCTaHOBEHHOM
aHTMBMPYCHOWM MNpOrpammori NoAseprincb PUCKY
3apaKEHNS BPeJOHOCHLIMM NMporpaMmMamMuy Yepes ceTb
MHTepHeT, a B abCOMOTHBIX LMMPax 3TO HECKO/b-
KO MW/I/IMOHOB MNO/b30oBaTenen? CornacHo cBefeHU-
SIM 3KCMEPTOB, B C/lyyae YCMELUHOW aTaku KpyrHble
KOMMaHU1 TepstoT okono 20 MAH py6. Mo npuuun-
He BbIHY>XEHHOr0 MPOCTOs, YMYLIEeHHOW MpuobLn
M pacxofoB Ha AOMOSHUTESbHbIE YCYT Creumanm-
CTOB, NPeAnpPUATUA CPefHero n Manoro 6musHeca —
B cpegHem 780 Tbic. py6.}

B 2016 r. 3auKcMpoBaH MepBbI cAyyvai
XULWEeHNSA CpPefAcTB C KOPPECNOHAEHTCKOro cue-
Ta 6aHka B baHke Poccuu, B pesynbTaTe 4ero
y Pycckoro mexkgyHapogHoro 6aHka 6blsia noxu-
LLeHa rogosas NpubbIIb B pasmepe 6onee rnosny-
Munnuapga pyonei‘.

MporHo3upya c y4eToM MHEHUA Hay4yHOro
M 3KCMEPTHOro COO6LLECTB TEHAEHLUN Pa3BUTUA
KnbéepnpectynHoctn B 2017 . m B nocnegyroLme
rofbl, creflyeT oxxmaaTb B Poccumn, Kak U B Apy-
rMx cTpaHax, pocTa Ko/iM4yecTBa Taknx npecTynie-
HUI, B TOM 4KMC/le KOMMbIOTEPHbIX arak Ha npa-
BUTE/NbCTBEHHbIE CalTbl, CaliTbl FOCYAapPCTBEHHbIX
U MYHULMNAIbHbIX YUPEXAeHUN, a TaKkxe caiThbl
CpPeACTB MaccoBOV WHGpoOpMaUUK A3 NPOABU-
XXEHUSA PasIMYHbIX CcouManbHbIX N MNOANTUYe-
CKMX ngein. Kpome TOro, nonaraem, yBeanymTcs
KOMIMYECTBO KmbepaTak Ha 6aHKoOMaTtbl, GaHKuK
M (PUHAHCOBO-KPeAUTHbIe OpraHn3aLnm; npoaLos-
XUTCA POCT KO/IMYECTBA 3apaXKeHUn MOOUIIbHbIX
YCTPOICTB U TEPMUHAIOB A1 NpMema K onnare
Mo MNIacTUKOBBIM KapTaM.

B npuHsaTom B 2013 r. pOCCUIACKOM [AOKY-
MeHTe «OCHOBbI rOCyfapCTBEHHOW MNOMAUTUKU
B 06n1acTn MeXAyHapoaHOW WHMHOPMALMOH-
HOM 6e3onmacHOCTU Ha nepuog Ao 2020 roga»
(ytB. MNpe3sngeHToMm P® 24.07.2013 Ne [p-1753)
JaHo onpegeneHne mexcdyHapodHoU uH@popma-
yuoHHoli 6ezonacHocmu KaK TaKOro COCTOAHUSA
rno6asbHOro MHMOPMaLMOHHOIO0 MPOCTPAHCT-
Ba, MPW KOTOPOM WCKJ/IHOYEHbI BO3MOXXHOCTHU
HapyLleHUsa npae JIMYHOCTW, 06LecTBa M Mnpas

*  PasBurtue MHQOPMAIVOHHBIX yIPO3 B IIEPBOM KBapTaje

2017 ropa: craructuxa // https://securelist.ru/30657/it- threat-
evolution-q J-2017-statistics/ (ara obpamenns: 20.07.2017).

* Tak mu crpamen JurepHer. O HacTosAleil OMACHOCTHI

kubepyrpos // http://www.gazeta.ru/tech/2014/11/05_a_6289085.
shtml (mara obparenns: 20.07.2017); JTaboparopus Kacrepcko-
ro. Vndopmaimonnaa 6GesomacHocTp 6usneca 2016 // http://
media.kaspersky.com/pdf/ IT_risk_report_Russia_2016.pdf (gara
obpaerns: 20.07.2017).

* C xopcuera lleHTpo6aHKa Xakepsl yKpamu O6ornee

500 mmH py6. // http://rg.ru/2016/05/04/s-korscheta-
centrobanka-hakery-ukrali-bolee-500-mlIn-rublej.html (mara
obpamenust: 20.07.2017).

rocyapcrea B MH(hOPMaLNOHHON cihepe, a Takxe
[eCTPYKTUBHOIO M MPOTMBOMNPABHOIO BO3AENCT-
BMA Ha 3/1EMEHTbl HaLWOHa/IbHOM KPUTUYECKOWA
MH(OPMaLNOHHOM MHPPaCTPYKTYpbI.

Mo cucmemoti mexcdynapodHoti uHgpopmayu-
OHHOLUl 6ezonacHocmu, HEOOXOAMMOW NS OKa3aHWs
NPOTMBOLENCTBMA Yyrpo3aM CTpaTerMyeckon cra-
O6UNBbHOCTN M 0b6ecrneyvyeHNss PaBHOMPaBHOroO CTpa-
TErNYecKoro napTHepCcTBa B 1106a/1bHOM MHGOpPMa-
LVMOHHOM MPOCTPaHCTBE MOHNUMAETCH COBOKYMHOCTb
MeXAYHApPOAHbIX W HALMOHaNbHBIX WHCTUTYTOB,
NPW3BaHHbIX PEryNnMpoBaTb AeATeIbHOCTb pas/ny-
HbIX CYOBEKTOB [106a/IbHOr0 MHGOPMaLMOHHOIO
npoctpaHcTBa (OCHOBbI rocyapcTBeHHOM NOANTK-
Ku Poccuiickoli ®efepaumn B 0651aCTN MeXayHa-
POAHOW NH(OPMAaLIMOHHOW 6e30MacHOCTM Ha nepu-
o fo 2020 roga).

K Tpuage yrpos, cBfi3aHHbIX C MPUMeHe-
HMEeM WHMOPMALMOHHOIO OPYXWS, BO-MEPBbIX,
B BOEHHO-TMOIMTUYECKUX LEeNsax ANa OCyLlecT-
BMIEHMA BPaXAeOHbIX AENCTBMIA M akTOB arpec-
CUW, BO-BTOPbIX, B TEPPOPUCTUYECKUX LENsX,
B TOM 4Yuc/ie [/ OKasaHUs LeCTPYKTUBHOIO
BO34eliCTBUA HAa 3/1IEMEHTbI KPUTUYECKON MH(OP-
MaLMOHHOW WMH(PaCTPYKTypbl U, B-TPeTbUX,
LNA COBEpLUeHUS MNPecTynneHnin, B TOM 4unCe
CBA3aHHbIX C HEMpaBOMEPHbLIM AOCTYMOM K KOM-
NbIOTEPHOM MHDOPMaLNK, C CO34aHMEM, UCMOSb-
30BaHMeEM W pacnpocTpaHeHVem BpPefOHOCHbIX
KOMMbIOTEPHbIX nMporpaMmM, OCHOBbI TrocyaapcT-
BEHHOWM MNOMNTUKU B 06MacTu MeXAyHapOAHOA
WH(POPMaLNOHHON 6e30NacHOCTU Ha Nepuop
[o 2020 roga po6aBusiv onacHOCTb BMeLLaTeNbCT-
Ba BO BHYTPeHHWe [efna CyBepeHHOro rocyaapcr-
Ba MocpeacTBOM MHMOPMaLMOHHO-KOMMYHUKaL M-
OHHbIX TEXHOMOrMA, HapylleHne obLLecTBEHHON
CTabuUNbHOCTN, pasXuraHme MexXaTHUYECKON,
MEXHaLMOHaNbHOM PO3HM.

HeonHoOKpaTHO nogyepkueaemMas BO MHOTMUX
Hay4HbIX MCCNeAoBaHUAX HeratmBHas cybcmam-
apHaa posb KWOGEepnpecTynHOCTU K MEXaHU3-
Mam pacrnpocTpaHeHUss N 06paboTKU UHMDopMa-
LMW1 CBUAOETENbCTBYET HE TO/IbKO O MaclITabHbIX
[LeCTPYKTUBHbLIX MOCNEACTBUAX AN rocyaapcTea
M 00LWecTBa, HO TakXe BbICTYMaeT 3HauYMMbIM
WHOMKATOPOM YPOBHSA U COCTOAHWUA TMPaBOBO-
ro perynupoBaHUs O6LLECTBEHHbIX OTHOLUEHWIA,
COLMANbHOTO ynpasneHna N 3PEKTUBHOCTU
perynnposaHua obopoTta MHPOPMALUK B LESTOM.

B CcBfA3M C aKTMBHbLIM pa3BUTUEM MH(OPMaLIN-
OHHO-KOMMYHWUKALMOHHbIX TEXHOMOTUIA YBENNYN-
BAETCH KOMIMYECTBO KPUMUHASIbHBIX MOCATraTe/bCTB
B yKaszaHHO! cdepe, KOTOPble C KaXAbIM [O40M
NPUHUMaKOT HOBble (OpMbl. [MepeyeHb MpecTy-
NAEHNIA, NPU COBEPLUEHUN KOTOPbIX MCMOMb3YHOT-
CA COBPEMEHHbIe MH(OPMALMOHHO-KOMMYHUKaL-
OHHble TEXHOMOTUW, CTPEMUTESIbHO pacLumpseTcs,
He TO/IbKO CO34aBast Yrposy MpPUYUHEHUA UMY-
LLeCTBEHHOro yuepba, HO M nocaras Ha npasa
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JINYHOCTU M HaLMOHa/IbHYI0 6e30MacHOCTbL®.

Ocoboe MecTO cpein CyOBLEKTOB MPOTUBO-
[elicTBMS pacnpocTpaHeHUO B ceTn WIHTepHeT
MH(opmMaLmm, 060pOoT KOTOPOL orpaHuyeH B Poc-
cuiickon depepaumn, OTBOAUTCA OpraHaMm MpPOKY-
patypbl P®, KOTOpble He TOMbKO OCYLLECTBAAIOT
HaA30p 3a WCMO/IHEHMEM 3aKOHOB Ha BCell Tep-
putopuu Poccun, HO U HeMocpeACTBEHHO MPOBO-
[4AT paboTy Mo YCTPaHEHMIO MPUYMH W YC/IOBWIA,
CrMoco6GCTBOBABLUMNX COBEPLUEHUIO KMOEPMpPecTy-
nneHwi. Hanpumep, nNpokypopbl obpaliarTcs
B CY4 C MCKOM O 3anpelieHnn f[octyna K cai-
TaMm, PacnpocTpaHALWMM MHPopMaLMIo, 060poT
KOTOPOW Ha TeppuTopun Poccuiickoin depepauunm
orpaHuyeH. Tak, B 2016 r. no vHuuwvatmee [leHe-
pasibHOW MpoKypaTypbl P® 3a6/10KMpoBaH LOCTYnN
K 1,2 TbIC. UHTEPHET-Pecypcam, NocpescTBOM KOTO-
PbIX PacrnpoCTPaHANNCL MPU3bIBbI K TEPPOPUCTU-
YeCKOM AeAaTeNnbHOCTY; ¢ 18,5 ThiC. caiTOB yaaneHa
MH(opMaLMa 3KCTPEMUCTCKOIO XapakTepa®.

MNHpopmaLMOHHO-TETIEKOMMYHUKALNOHHbIE
CeTu, BK/OYaa ceTb VIHTEPHET, CTalM OCHOBHbLIM
CPeACTBOM KOMMYHMKaUUK AN KNGepPrpecTynHm-
KOB, KOTOPbIE MCMOMb3YOTCA UMW [AN1A NPUBeYe-
HUS B CBOWM pAfbl HOBbIX Y/IEHOB, OpraHuM3auum
COBepLUeHNs KubepnpecTynieHuii, obmeHa Kpu-
MWHa/NbHbLIM OMbITOM.

B cucteme mep 60pbbObl C Ha3BaHHLIMW Yrpo-
3aMM 0COOYHO 3HAYMMOCTbL MpuobpeTaeT 3ajadva
VMH(OPMaLMOHHOIO MPOTUBOAENCTBUS pacnpocTpa-
HEeHVIO MH(opMaLmm, 060poT KOTOPO OrpaHuyeH
WM 3anpelleH Ha Tepputopun Poccuiickoii ®efe-
paumn. Hanpumep, ycTaHOB/IEHbI 0653aHHOCTW Opra-
HM3aTOPOB PacMpPOCTPaHEHNS NHDOPMALMN: XPaHUTb
VH(opMaumio Ha Tepputopuu Poccun 0 nepefaH-
HbIX MO/b30BATENIAMM COOBLLEHNSAX B TeYeHVe roga
(c vonga 2018 r. — B TeueHve Monyroga); nepena-
BaTb MPaBOOXPaHUTE/bHbIM OpraHam K/oun f/is pac-
WKPOBKM coobLLeHWiA’. B ntone 2017 1. 3akoHOga-
TeNbHO 3arpeLLeHbl TEXHOMOrmm obxona 6/10KMPOBKM
VH(OPMaLMOHHBIX PecypCoBE.

BbICOKOTEXHOMOrMYHbIE CNOCOOBI U XapaKTepu-
CTUKa KPYMWHA/IbHOIO MPOCTPAHCTBA COBEPLUEHUS

> Mabriesko JI.I. YromoBHas OTBeTCTBEHHOCTD 3a HeIlpa-

BOMEPHBIIl IOCTYII K KOMIIbIOTEPHOI MH(OpMAaIn: AucC. ...
KaHZ. opuj. Hayk. M., 2002. C. 63.

6

Hoxman TemepanmprOro mpokypopa PP Yarikn 0. 4.
Ha 3acemanun Cosera @enepaunu Denepanproro Cobpanus
P®. 26.04.2017 // https://genproc.gov.ru/smi/news/genproc/
news-1186517/ (mara obpamenus: 20.07.2017).

7 ®epepanbHblil 3akoH oT 06.07.2016 Ne 374-D3 «O BHece-
Hym u3MeHeHnit B PefiepanbHblii 3akoH “O MPOTUBOJECTBIN
TEppOpuU3My U OT/ie/IbHbIe 3aKOHOfIaTebHble aKThl Poccuil-
ckoit defepariuy B 4acTy YCTAHOB/IEHVS TOIIOMTHUTENbHbBIX
Mep TPOTMBOAEICTBUA TeppopusMy 1 obecredeHus obuie-
CTBEHHOII 6e30I1acHOCTI».

8 @epmepanbHblil 3aKOH 0T 29.07.2017 Ne 276-®3 «O BHece-
Hun usMeHennit B Penepanbublit 3akoH «O6 MHpoOpMaium,
nH(OPMALOHHBIX TEXHOMOTVSIX M O 3auiuTe nHopManyn ».
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NpecTynsieHnin B cthepe KOMMbIOTEPHON WHGOP-
Maunn onpeaensitoT Ux pesynbTaTUBHOCTb. J1erko-
[OCTYMHOCTb pacnpocTpaHeHWs, noucka, JocTyna
K KOMMbIOTEPHOM MHQOpMaLuKM, a Takxe CcoBep-
WEHNA KPUMUHAMbHbIX MaHUMYNSAUUA C Heto,
B TOM 4mcC/ie MOCPeACTBOM HeNnpaBoOMEPHOro JOCTY-
na K oxpaHsemoli 3aKOHOM UH(opMaLMn U UCMO/b-
30BaHMA KOMIMbIOTEPHbIX BPEAOHOCHBIX MPOrpamm,
00ycnaBnmBaeT akTya/lbHOCTb U BOCTPe6OBaHHOCTb
Hay4HbIX WCCefOBaHU B gaHHOW ciepe®. Bme-
CTe C TeMm, BbIsIBIEHWE, pacc/iefoBaHMe W pac-
KpbITVE NPEeCTynieHnii B chepe KOMMbHOTEPHOA
MHpopMauun crneun@uyHo B CUy Heobxoau-
MOCTU MNPUMEHEHWSI HeCTaHAapTHbIX PeLleHWU
B 06nacTu nNpaBONPUMEHEHUS, XapaKTepUCTUKE
KOTOPbIX, Ha Hall B34, YAENseTca HefoCTaTou-
HO BHMMaHMS.

®aKTOopbl, OC/IOXKHSAOLLME BbISB/IEHNE, PACKPbI-
TVe U paccnefoBaHue NPeCcTynIeHNin B chepe KOM-
NbHOTEPHON MHDopMaun®;

— TpaHCrpaHMYHOCTb CETeN nepeaayn faHHbIX
N CBA3aHHadA C Heil NMpobnema onpegeneHns Haum-
OHa/IbHbIX OPUCAMKLUNEA: BONPOC O COOTHOLLUEHUN
MecTa COBepLUEHNS KPUMUHAbHbLIX MaHUIYNALNi
C KOMIMbIOTEPHOM MH(opMaLmeli ¢ Mectom hakTu-
YeCcKOro MpuyMHeHusa yuepba, nNpyv 3TOM MeCTo-
HaxoXeHne «LUU(POBbIX» CNeA0B MPeCcTyrn/eHus
MOXET He COBMajaTb HW C MECTOM HaxOXAeHUS
NpecTynHUKa MNPU COBEPLUEHUN MPECTYMNIEHNS,
HMU C MECTOM HaxOXXAeHWs MOTepreBLUEro;

— 3KCTEHCUBHbIV XapakTep pa3BUTUS HOBbIX
TEXHOMOTN NpeabaBAseT MOBblEeHHble Tpeb6o-
BaHWA K YPOBHIO KBa/IMPUKALUN U KOMMNETEH-
UMK, Kak COTPYLHMKOB MPaBOOXPaHUTENbHbIX
OopraHoB, Tak U MPOKYPOPOB, OCYLLECTBASAKLLNX
HaA30p 3a MCMOMHEHMEM 3aKOHOB, B TOM u4ucne
Ha pocyaebHbIX CTagMax NMpPoOU3BOACTBA MO Yro-
NOBHbIM Aenaw;

— W3MEHYMBOCTb K&K OCHOBHOE CBOMCTBO KOM-
NbOTEPHO MHHOPMaLMK OCNIOKHAET 3aKpensieHme
«LUNPPOBLIX» CMEA0B COBEpPLUEHWUS MPECTYMNIEHUIA
N npeabasnseT ocobble TpeboBaHWA K npoLe-
Zlype MpOW3BOACTBa MpoLeccyasibHbIX AeCTBUNA,
B TOM 4unC/le NPOBeAeHUS CyaebHbIX 3KCMepTu3;

— VIHTepBeHLMS «<MHOPMaLMOHHOIO 3leMeHTa»
B Chepy HOPMAaTMBHOIO PErynMpoBaHUs YronoBHO-
npoLieccyasibHbIX OTHOLLEHWIA caMo Mo cebe BbICTY-
naeT OecTabunmsvpyrowmmM (akTopoM, a MMEHHO
(hparMeHTapHOe BKJIIOYEHME HOBbIX HOPM B YC/IO-
BUSIX OTCYTCTBWUS CUCTEMHOIO MHMHOPMALNOHHOIO
3aKOHOAATeNbCTBa.

° ManbikoBies M.M. VYronoBHagd OTBETCTBEHHOCTH

3a CO3/JaHue, JICIOIb30BaHME ¥ PACIPOCTPaHEHMe Bpefo-
HOCHBIX Iporpamm A OBM: mmcc. ... KaHA. 10puj. Hayk.
M., 2006. C. 108.

10 TeopeTidecKye OCHOBBI IIPEIYIPEXACHUA HPECTYIHOCTI

Ha COBPEMEHHOM 9Talle PasBUTII POCCUIICKOro obmjecTBa /
Iog 06w, pex. P.B. JKy6puma. M.: ITpocmexr, 2016. C. 398-407.
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B oTHOLIEHWM nocegHero OTMETUM, YTO MOMbIT-
KM 3aKOHOZATE/IbHOrO PErynmpoBaHUA UCMOMb30Ba-
HUA OTAeNbHbIX WHHOPMAaLMOHHbLIX TEXHOMOrNA
BEAYyT K yTpaTe aKTyas/lbHOCTU 3aKOHOMPOEKTOB
elle Ha CTagum NX 0BCYXXOEHWA B 3aKOHOLATEIbHOM
opraHe, TaK KaK Hay4HO-TeXHWYeCKuii nporpecc
CTPEMUTENBHO OMEPEXXaeT 3aKOHOAATENS.

Hawnbonee npremMnemMbiM Cnoco6om NpeoaosieHns
C/OXUBLLENCS CUTYaLMN BbICTYNAeT (hOPMyIMPOBaHVE
YHMBEPCa/IbHbIX MEXAYHapPOAHbIX MPUHLMMOB, pery-
NpYIOLLMX NpaBusia NOBEAEHUS NOAe 1N UCNOoMb30-
BaHVE UMW NH(POPMALMOHHBIX TexHOoMornn. OpHa-
KO 3TO OC/IOXXHEHO OTCYTCTBMEM €AMHOM Mo3MuUn
rocyapcTs B JaHHOM BOMPOCE U PasHbIM YPOBHEM
NPOHMKHOBEHNSA WH(OPMALMOHHbIX TEXHOMOTUA.
B coBpemMeHHOM MUpe OTCYTCTBYHOT MeXAyHapOoaHble
COIfalleHns, BOCMPUHATLIE BCEMU rOCYLapCTBamu,
yCTaHaB/IMBaKOLWMMM  YTOMOBHYKO OTBETCTBEHHOCTb
3a NPecTynieHns B chepe KOMMbIOTEPHOM WHGOpP-
Mauuun. B perynnpoBaHnUX OTHOLLEHWIA, CBA3aHHbIX
C YCTaHOB/IEHVEM OTBETCTBEHHOCTW 3a KOMIbIOTep-
Hble MPEeCTYMNNeHNs, UrpaloT Po/b 3HAYMUTENbHOE
KOMIMYECTBO MeXXAYHapOAHbIX MeXMPaBUTENLCTBEH-
HbIX, KOMMEPYECKMX W OOLLECTBEHHbIX OpraHu3a-
uwnii, cpean KoTopbix cnegyeT Bblgennts ICANN
1 MexayHapoaHbIli COH3 3M1eKTPOCBA3W, KOTOpble
no LensM CBOEV [eATelbHOCTM OCYLLECTBAAKT /INLLb
perynmpoBaHme TEXHUYECKUX CTaHAPTOB Mepenayu,
XpaHeHUsi 1 06paboTKM MH(OPMaLMN, OfHAKO aHa-
M3 X PeKOMEHZAUMA M YCTaHOBMEHWUIA MO3BONSET
cfenarb BblBOA, UTO OHWM OKa3blBalOT CYLLECTBEHHOe
B/IVSIH/E Ha MPaBOOTHOLLUEHWA.

MoHnmas XapakTep BO3MOXHbIX Yrpos, Poc-
cuiickas depepaums ewe B 1998 r. BbIcTynuna
C MHUUMATUBOWN MPUHATUSA MNPOeKTa pPe3onoumm
06 yrposax B MHMOPMaLMOHHOM MpoCcTpaHcTBe!
Ha ceccumn [leHepasibHOl Accambnen OOH, npu-
3blBas K 0OBEAVHEHWUIO YCUAWA ANS NPOTUBO-
[ericTBUSA MCNOMNb30BaHUIO NH(OPMALMIOHHO-KOM-
MYHWKaLMOHHbIX TEXHOMOIU B MPOTUBOMPAaBHbIX
BOEHHO-MOMNTUYECKUX, TEPPOPUCTUYECKNX U UHBIX
MPECTYMNHbIX LIeNsX.

OfHMM M3 MepBbIX LWAaroB K MOCTPOEHUIO
NOAOGHOM CUCTEMbl CTa/l0 BHECEHWe rocyJapcT-
BaMnm — uneHamu LlaHxalickon opraHusauuu
COTpyaHMYecTBa B CeHTAGpe 2011 r. B KayecTse
ohmumManbHOro OKyMeHTa 66-i1 ceccum eHepasib-
Hoi Accam6nem OOH [MpaBun noeeaeHUst B obna-
CTN 06ecnevyeHns MexayHapoaHOM NH(HOPMALVIOH-
HOM 6e30NacHOCTM.

B 2016-2017 rr. no unHMumMatTnBe Poccuiickoii
®epepaunm B paMkax [pynnbl NpaBUTENbCTBEHHbIX

"' TIpoexkt pesomonyu A OOH 53/70 ot 04.12.1998
«JocTmxernsa B chepe mHPOpMATU3ALMM U TEIEKOMMYHU-
Kallnil B KOHTEKCTe MeXAYHAPOLHOI 6€30II1aCHOCTI», BHECEH
Poccniickoit Penepareit Ha paccMorpenue Ilepsoro komnu-
tera [aBHoi Accambren OOH (pesosonnsa 6bUIa IpuUHATA
6e3 roJI0COBaHNA).

akcrepToB OOH 6b1710 NpeAIoKeHO BHOBb Bblpabo-
TaTb JOKNaj, OCHOBY KOTOPOro coctaBmam 6bl Mpa-
BM/la OTBETCTBEHHOrO MOBeAeHUS rOCY[apCTB
B MH(OPMaLMOHHOM MPOCTPAHCTBE B KOHTEKCTe
MeXayHapoLHOW 6e30MacHOCTM C Lenblo nocnesy-
IOLLEero BHECEHUA NMPeA/IOKEHNSA O NPUHATUN [eHe-
panbHO Accambnieeii OOH pesontoummn, 3akpe-
nnswowen atn MNpasnna. Ho gaHHas nHuLmMaTMBa
6blna 3abnoOKMpoBaHa rpPynmnoin 3anagHbiX CTPaH.
B cBA3WM C yKa3aHHbIM Ba)XHOW NpeACcTaBnseTCs
[lesiTeNIbHOCTb OpPraHoB MPOKypaTypbl M0 KOOPAW-
HauUM MexayHapoLHOro COTPYAHWYECTBA MeXAy
NpaBoOOXpPaHUTE/bHbIMW OpraHaMmy Mpwu BbisiBe-
HUM W paccnefoBaHUW NpPecTynieHWin B cepe
KOMMbIOTEPHOV MH(OpMaLUN.

Poccuiickne Noaxodbl B OTHOLLEHWMW YMOMSIHY-
TbIX MpaBua MOBEAEHWA OCHOBbIBAKOTCSA Ha Crefy-
IOLWKMX nocTynarax:

— WH(OPMaLMOHHO-KOMMYHUKALMOHHbIE TeX-
HOMOIM JOMKHbBI UCMO0/b30BaTbCA UCKTOUNTENTbHO
B MUPHbIX LEeNsx;

— C y4eTOM YHUKa/IbHbIX 0COBGEHHOCTEN MHMDOopP-
MaLMOHHOro NPOCTPaHCTBa Hapsgy ¢ NPUMEeHUMbI-
MW K Cepe KX UCMOMNb30BAHUSA HOPMaMu MeXay-
HapOAHOro Mpasa U UMEKLLMMN BaXKHOe 3HayYeHue
4NS NOAJEPKaHUS MeXAyHapoAaHOro mwupa, 6es-
OMacHOCTU 1 CTabUbHOCTU N CO34aHUSA OTKPbITOrO,
6e30nacHOro, cTabuabHOro, AOCTYMHOIMO U MUPHO-
ro NH(OPMaLMOHHOIro NPOCTPaHCTBa, MOryT Bblpa-
6aTblBaTbCA AOMNOMHUTENbHbIE MPaBOBble HOPMbI
LNA PerynnpoBaHns MeXayHapoAHbIX OTHOLUEHWIA
B Chepe MX MCMOMb30BaHUS;

— rocygapcTsa AO/MKHbI 06Magatb CyBepeHU-
TETOM Hajg WUHMOPMALMOHHO-TENEKOMMYHMKAL-
OHHOW MH(PaCTPYKTYpPO Ha CBOEl TeppuTopuu;

— rocyaapcTBa He AO0/MKHbl [OMYyCcKaTb BO3-
MOXHOCTW MCMO/b30BAHWUSA CBOEN TEppuUTO-
pun AN OCYLLECTB/IEHUSA KOMMbIOTEPHbIX arak
W COAercTBOBaTb MCMOMb30BAHUIO B 3TUX LeNsx
NocpeLHNKOB;

— rocygapcTsa A0/MKHbI 60poTbCcs € BHeApe-
HVWEM N MCMOMb30BAHMEM CKPbITbIX BPELOHOCHbIX
(OYHKUWI 1 NporpaMMHbIX YA3BUMOCTEN, a Tak-
Xe fobuBaTbca 6e30MacHOCTY AN1s1 NOMb30BaTenel.

[pyrum cnocobom npeofoneHns Komansum
MeXay YCUINAMW OTe4eCTBEHHOrO 3aKOHOoAaTeNs
N onepexawwmMy ero Temnamy Hay4YHO-TeXHU-
YeCKOro Mporpecca SABASeTCA peann3auns npeasio-
XXEHUS1 O CO3[4aHUM KOAMMULMPOBAHHOIO HOpPMa-
TMBHOIO MPaBOBOro akTa B (hopMe (hefepasibHOro
3akoOHa — WHhopmaumnoHHOro kogekca Poccuii-
ckon defepaumn. K coxaneHuto, oTeyecTBeHHas
cUCTeMa HOPM, PEerympyrowmx MHHOPMaLMOHHbIE
OTHOLUEHWUA, MnpeAcTaBfieHa MHOMOYUCIEHHbIMUA
N pa3pO3HEHHbIMW HOPMAaTMBHbLIMW MPaBOBbIMU
aKTamMy, 4YTO OC/IOKHSAET MNPaBONPUMEHUTENbHYIO
NpakTuKy 1 obecrneyeHne NpPUHLMNE HEU36EXHO-
CTW MPUB/EYEHNSA K OTBETCTBEHHOCTU NNL, BUHOB-
HbIX B COBEpLUEHUN MPECTYMNIEHNIA.
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B HacTosiwee Bpemsi B Poccum peanmsyet-
CS KOMMJIEKC Mep, HampaB/eHHbIX Ha HOpMaTUB-
HOe perynMpoBaHWe MCNonb30BaHWUS MpoLeccyasib-
HbIX [JOKYMEHTOB B 3/1EKTPOHHOI (hopme B LIeNsix
YCKOPEHUSI B3aMMOAEACTBMA YYaCTHUKOB YrosioB-
HOro CyAOMNPOM3BOACTBA W COKpPALLEHUS CPOKOB
YrOMIOBHOIO CYOMNPON3BOACTBA: BELLECTBEHHbLIMU
[loKa3aTe/Ib,CTBaMW MO YrofoBHbIM Aenam Cry»at
3MIEKTPOHHbIE HOCUTENN WH(OpMaLUK, CcoaepxKa-
LMEe 2MEeKTPOHHbIE AOKYMEHTbI; BBefEHbl OTAE/b-
Hbl€ 3/1eMEHTbI 3/IEKTPOHHOIO JOKYMeHToo6opoTa®,

CNoXHOCTWU BO3HWMKAKT B CBA3M C OTCYT-
CTBMEM OO6LIEMPU3HAHHOIO MeXAYHapo4HOro
cTaHfapTa MOCTPOEHUSI CUCTEMbl 3NIEKTPOHHbBIX
[OKYMEHTOB, 06pa3yllUnx YrofoBHOE [Aeno.
HecMoTps Ha TO, 4YTO TEXHMYECKME pPeLLEHMS
[laHHOI NPo6G/IEMbI Y)Ke peasin3oBaHbl HA MPaKTU-
Ke, OHN HOCAT pPa3obLUEHHbIV XapaKTep U He CBS-
3aHbl eAWHbIMW CcTaHAapTaMn MNpeacTaBneHUs
M XpaHeHUs nHhopMaunu.

B KayecTBe MOMOXKUTENBHOTO OrMbiTa Poccuun
cnefyeT OTMETUTb (YHKLMOHMPOBaHMe B leHe-
panbHoli npokypaType P® BHyTpeHHei WHGoOp-
MaLMOHHO CUCTEeMbI BCEX OpPraHOB MPOKypaTypsbl.
3T0 nO3BONSIET MNPEANONOKUTb U BO3MOXHOCTb
hopMUPOBaHUST eAMHON WH(OPMaLMOHHOK cuc-
TEMbI, 06beAMHAIOLWE BCce MPaBOOXPAHUTENbHbIE
opraHbl W cyA B paMKax YrofloBHOro npouecca®.
[pyroii BbICOKOTEXHOMOTMYHbIA MPOEKT — roCy-
[lapcTBeHHas aBTOMaTU3MpOBaHHas cucTema «[pa-
BOBas CTaTUCTWKa». 3an/aHWpoBaHO cO3fdaHue
CrneunasbHOro cepBumca, AOCTYMHOrO B TOM YMUCNe
Ha MOOGWJIbHBIX YCTPOMCTBaX, C MOMOLLbIO KOTOPO-
ro Kaxfblil rpakaaHMH CMOXET NnofaTb 3asBleHne
0 MPecTynieHNU B MNPaBOOXpaHUTENbHble Opra-
Hbl B 3/1EKTPOHHOM BuAe. STOT AOKYMEHT cpasy
e 6yfeT 3aHeceH B CUCTEMY MPaBOBOM CTaTu-
CTUKN W 3aperucTpupoBaH, rMoc/ie 4Yero aBTOMa-
TUYECKW HanpaBUTCS NO NOACNeACTBEHHOCTU. [Mpwn
3TOM aBTOP 0O6pAaLLEHMA CMOXET HaBECTM CNpaBKy
0 CTaTyce CBOEro 3asiB/eHus*.

BoBneyeHne «MHHOOPMAaLMOHHOIO 3/1EMEHTa»
B OpOMTY Yro/floBHO-MPaBOBbLIX OTHOLLUEHWUI Tpe-
OyeT COBEPLUEHCTBOBaHMWS YrofoBHO-MPOLECCyasib-
HOro 3aKoHOoZAaTeNbCTBAa B YacTW pernaMeHTauuu

12

Cwum. noppo6buee: OepepasbHbli 3akoH ot 03.07.2016 Ne 323-
@3 «O BHeceHUN M3MeHEHMIT B YTOTIOBHBIIT KOIeKC Poccuiickor
Depeparyu 1 YromoBHO-TIpoIleccyambHbIN Kofieke Poccuiickoit
Qenepaliuy MO BOIPOCAM COBEPIIEHCTBOBAHMA OCHOBaHMIA
U TOpsAKa OCBOOOXKJIEHMA OT YTOIOBHOJ OTBETCTBEHHOCTI»;
Depepanpbublit 3akoH oT 23.06.2016 Ne 220-O3 «O BHeceHun
V3MEHEHUI1 B OT/Ie/IbHbIE 3aKOHOMATeIbHbIe aKThl POCCUIICKON
Qepepanyyt B 9acTU NPYMEHEHNA 3/IEKTPOHHBIX JIOKYyMEHTOB
B [IEATE/MBHOCTI OPraHOB CyAeOHOI BIACTID.

¥ MHcapos O.A. DneKTpoHHas MNOAINCH IpPOKypopa //

Tpokypop. 2015. Ne 4. C. 35—38,

" Vurepsbio TenepampHoro mpokypopa P® Yaiiku O. .

rasete «VsBectma» // https://genproc.gov.ru/smi/news/
genproc/news-1187391/ (mara o6pamenns: 20.07.2017).
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NpoLEecCyasibHbIX AeCTBUIA B OTHOLLIEHMN KOMMbIO-
TEpPHOI MHpopMaymn. CunTaem LenecoobpasHbIM;
— NpaKTUYECKY0 peasin3auuio opraHn3auuoH-
HbIX Mep, @ UMeHHO, pa3paboTKy MeXBeAOMCTBEH-
HOro HOPMAaTMBHOrO aKTa No BOMpPOCaM BbISIB/IEHUS,
npeceyeHns, pacc/iefloBaHUA U NpefynpexaeHus
NpecTynaeHnii AaHHOW KaTeropuu;

—pa3paboTKy pa3bsicHeHMIN BepxoBHoro Cypga
P® no Bonpocam KsanuKaumm 1 onpeseneHnto
HakKasaHWUi 3a KOMMbIOTEPHbIE MPECTYMNIEHWS;

— YCWJ/IeHVE YrO/IOBHOW OTBETCTBEHHOCTMU
3a MPeCTyn/ieHns, COBepLUeHHble C UCMO/b30Ba-
HMEM COBPEMEHHbIX WH({OPMALVOHHO-TE/IEKOM-
MYHUKaLMNOHHbIX TEXHOMOINA, KOHKPEeTU3aLuto
COCTaBOB MNPECTYM/IEHWNI, PaclUMPEHVE MepPeYHs
06BEKTOB Yro/I0BHO-MPaBOBOI OXpaHbl;

— BHECEHWE B Yro/I0BHOE, rPaXXaHCKoe U afMun-
HUCTPaTUBHOE 3aKOHOAATE/NIbCTBO MOJIOXKEHWNIA
06 ougHKe yulepba, NMPUYMHEHHOrO KOMMbHOTEP-
HbIMW MPaBOHAPYLUEHUAMUW, KPUTEPUSX, KOTOPbIMU
[JO/MKHbI  PYKOBOACTBOBATLCA MPaBOOXPaHUTE/bHbIE
opraHbl 1 cyd Npwu onpefeneHNn pasmepa 3T0Oro
yuepba 1 ero Bo3MeLLleHUN BUHOBHbIMU;

—BHeCeHMe B YrofoBHO-MpoLeccyasibHOe 3aKo-
HOZATE/IbCTBO MOSIOXKEHUN: KOHKPETU3NPYIOLLMX
cTaTyc UMMPOBbLIX [0Ka3aTesbCTB; Onpefenso-
LWMX OCOBGEHHOCTU BbINOMHEHUSA AUCTaHLMOHHbIX
CNeACTBEHHbIX [ECTBUIA; yCTaHaBIMBaKOLWMX 00s5-
3aTeNlbHOCTb YyacTus creunanmcta npu n3baTum
LMQPOBLIX CNefoB; pernaMeHTUPYHLWNX O0CO6eH-
HOCTU OCYLLECTB/IEHUSI 3NEKTPOHHOI0 [OKYMEHTO-
060poTa B pamMKax yrosioBHOro cylonpov3BoACcTBa,;
KOHKPEeTU3NPYOLWMX NpoLeccyasibHble MOMHOMO-
uMs cneyuannUCcTa-nNpPeacTaBUTENS KOMMEPYECKOM
opraHmsaumun, NpefocTaBAAoLWEelr ycnyrm MHGop-
MaLMOHHOW 6e3onacHOCTU (OCYLLECTBAKOLWMX
OVCTaHUMOHHBIA MOMCK W 3aKpensieHne «Lmdpo-
BbIX» C/I€40B MPECTYMN/IEHUIM, B TOM YUC/e U3bS-
Tve paHHbIX 13 DLP cuctem ana nocrefyroLlero
npenocTaBfeHUs B MPaBOOXPaHUTENbHblE oOpra-
Hbl; OCYLLeCTBNAKLWMNX cynebHble 3KCMepTusbl,
M T.A4.), YTO MO CYyLLeCTBY BCTYNaeT B KOHKYpPEH-
UMI0 C PYHKLUMSMW OpraHoB MpeABapuUTeslbHOro
CNefCcTBMSA W O03HaHWUA, ob6nafaeT npusHakamm
NPOBefEHNST OTAENbHbIX CNEeACTBEHHbLIX AENCTBUIA
M OMepaTMBHO-PO3bICKHBLIX MepPOnpuUATUiA;

—0MNo/IHeHNe UH(OPMaLVOHHOIO 3aKoHOoa-
TenscTBa N PefepasibHOro 3akoHa «O NpokKyparype
Poccuiickoii ®epepaummy MONOXKEHUSMU, pacLUnps-
FOLLIMIMI MO/THOMOYNSI MPOKYPOPOB MO BHeCylebHOMY
OFpPaHNYEHVIIO AOCTYMa K KOMMbIOTEPHOM MH(opMa-
UMK, 06OPOT KOTOPOW 3arpelyeH /b0 orpaHuyeH
Ha TeppuTopun Poccuiickor depepaumu;

— pasBuUTME MeXAYHapOA4HOro COTpyAHUYe-
CTBa MOCPEACTBOM COIMalleHNn 06 obecrneyeHnmn
MHMOpMaLMOHHO 6e30MacHOCTMY;

— y4yacTme B MeXAYHapOAHbIX KOHBEHLW-
AX W [JOroBopax no 60pbbe € MexAyHapOoAHOM
KNGepnpecTyrnHOCTLIO;
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— OKasaHwue BCECTOPOHHETO COfelCTBIS B BOMPO-
cax YrofioBHOro npecsefoBaHUs AL, UMERLLMX
OTHOLUEHME K (PUHAHCMPOBAHMIO WU MOLAEPKKe
KnbepnpecTynieHui;

— 3aMOpPO3Ky GaHKOBCKMX CPeACTB W ApYyrux
(PMHAHCOBbIX aKTUBOB M 3KOHOMUWYECKMX PeCYpPCoB
U, KOTOpble MbITAOTCA COBEPLUUTL WM COBEP-
AT KNOeprnpecTynieHns;

— CO3[aHne MexyHapoLHOro 6aHKa AaHHbIX
KPUMUHAIMCTUYECKON MH(OpMauumm o Knbepnpe-
CTYM/IEHUSAX W /INLAxX, WX cosepluarowmx (6aHkK
JaHHbIX O Xakepax);

— MOBbILLEHVE CKOPOCTM 06MeHa OnepaTyBHOIA
vHopmauvieli 0 NHobbIX AEACTBUSX KNOepnpecTyn-
HbIX FPYIM, TOPros/e creLnasbHbIM NPorpaMMHbIM
obecrneyeHEM W BbIYUCINTENbHBIM 060pYyAOBa-
HVeM, pacrnpocTpPaHEHUN BPELOHOCHBLIX KOMIMbIO-
TEPHbIX NPOrpaMM WM TEXHUYECKOW MHpopmMaLmn
006 yA3BMMOCTAX MPOrpamMmMHOro obecreyeHms.

HecmoTpa Ha TO, YTO B HacTosllee BpeMs
LUMPOKOE pacrnpocTpaHeHue MoayyYnIn OTHOCKU-
TeNlbHO 3(PEeKTMBHbIE MepPbl NpefynpexaeHns
npecTynieHNin B cthepe KOMMbIOTEPHON WHGOP-
MaLMW, HaxoAWMeCA B MJIOCKOCTU MPUMEHEHUSA
NporpaMMHbIX CPeACTB 3aluTbl KOMMbHOTEPHO
VH(opMaLmn, HeobxoaMa peann3auns UMetoLle-
rocsa noTeHumana B 4acTu (DOPMUPOBAHMA HaBbl-
KOB COOMOAEHSA a1eMeHTapHOM MHOPMaLMOHHOM
6e30MacHOCTM B LenAX MpefynpexaeHns cosep-
LWEHNS MNPeCTYNNeHN B cepe KOMMbIOTEPHO
VMH(opMauumn, B TOM YucCnie B MH(OPMaLMOHHO-
TENEKOMMYHUKALMOHHBIX CETSAX, N CBOEBPEMEHHO-
ro BO3MeLLEeHWA yulepba B pe3ynbTare CoBepLUEHNS
NOA06HbLIX MPECTYMNIEHNIA.

MNpokypatypa P® ocywecTBnsaer KoopauHa-
LUMI0 [eATeNbHOCTM MPaBoOXPaHUTETbHbIX OPraHoB
Nno MpPOTMBOAEMCTBUIO MPECTYI/IEHNAM, B TOM UnCe
B chepe KOMMbIOTEPHOM MHMOpMaLMn, NO3TOMY
060CHOBaHHbIM NPeLCTaB/ISAETCA CO3LaHME CUTYaLM-
OHHOrO LeHTpa npwu npokypatype P® ¢ QyHKuus-
MU 0bMeHa MHopMaumen 0 hakTax COBepLUEHMS

NOLOGHbIX MPecTYNnIeHU’ € MeXayHapoaHbIMU
N MexrocyaapcteeHHbIMM (UHTepnon, ®uHuepT),
3apy6eXKHbIMM MPaBOOXPaHUTENbHLIMK OpraHaMu
N KOMMEPYECKMMU oOpraHmsaumsamm (Hanpumep,
6aHKOBCKMe oOpraHmM3auun, KpymnHble TeleKoMMY-
HUKaUWOHHble KOMMaHuu, paspaboTumMKku aHTu-
BMPYCHOr0 MNpOrpaMMHOro obtecriedeHuss v T.4.),
C OTe4yeCTBEHHbIMM OpraHu3aunsMn, 3anHTepe-
COBaHHbIMM B COTPYAHWYECTBE W OMepPaTviBHOM
06MeHe MHopmauven.

HeobxoanmMo co3gaTtb cneuvanv3vnpoBaHHbIl
rocyfapCcTBeHHbIV (hOHA AN KOMMEHCaLuu yuiep-
6a noTepresBLUMM OT MPECTYNIEHWI B chepe KOM-
NbIOTEPHON WHMOpPMaLMK, B TOM C/y4vae, €cnu
(haKTUYeCKn B CUY HOPUCAUKLNOHHBIX KOJ/N-
31ii HEBO3MOXXHO YCTAHOBUTH /ML, COBEPLUMBLLNX
nogobHble NPeCTyNAeHns, a rpaxaaHe Poccniickoi
degepaumn B BOMbLUMHCTBE ClyvaeB He o6naja-
10T BO3MOXHOCTAMM MO O6paLLeHn0 B MpaBOOX-
paHuTeNbHbIE OpraHbl MHOCTPAHHbIX OCYAapcTB
M NocnefytoLwein 3aumMTe COGCTBEHHbIX MHTEPECcoB
Ha TeppUTOPUN MHOCTPAHHbLIX FOCYAapCTB.
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Abstract. The scientific article considers issues of ensuring international information security, the component
of which is the information security of the Russian Federation. High-tech methods and characteristics of the criminal
space for committing crimes in the field of computer information determine their effectiveness. At the same time,
there is no common position of states in the issues of countering cybercrime, which is predetermined, among
other things, by the different level of penetration of information technologies. Despite the efforts of the Russian
Federation to formulate rules for networking, including the inadmissibility of violating the information (network)
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sovereignty of states and other proposals put on the agenda of working groups at the UN, they do not find
support from individual groups of countries. The absence of universally recognized borders in the network space,
as well as procedures for interaction between law enforcement agencies in order to counteract cybercrime, forms
a potentially conflicting information environment with a relatively low level of security. Identifying, suppressing
and investigating cybercrime is, in most cases, complicated by the transboundary nature of the acts committed,
which involves coordinating the efforts of law enforcement agencies of different states.

Currently Russia is implementing a set of measures aimed at the regulatory regulation of the use of procedural
documents in electronic form in order to accelerate the interaction of participants in criminal proceedings
and reduce the terms of criminal proceedings: material evidence in criminal cases is electronic media
containing electronic documents; separate elements of electronic document management are introduced. However,
the legislation of the Russian Federation in the information sphere, as well as the practice of its application,
needs further improvement.

A special place among the subjects of counteracting the dissemination of information on the Internet, the circulation
of which is limited in the territory of the Russian Federation, is assigned to the bodies of the Procurator’s Office
of the Russian Federation, which not only oversees the implementation of laws throughout Russia, but also directly
eliminates the causes and conditions that contributed to the commission of cybercrime.

Keywords: information security, cybercrime, informatization, prosecutor’s supervision, criminal justice, jurisdiction.

References

1. Insarov O.A. Elektronnaya podpis prokurora // Prokuror. 2015. Ne 4. S. 35-38.

2. Laboratoriya Kasperskogo. Informatsionnaya bezopasnost biznesa 2016 // http://media.kaspersky.com/pdf/IT_risk_report_
Russia_2016.pdf (data obrascheniya: 20.07.2017).

3. Malykovtsev M. M. Ugolovnaya otvetstvennost za sozdanie, ispolzovanie i rasprostranenie vredonosnykh programm dlya
EVM: diss. ... kand. yurid. nauk. M., 2006. S. 108.

4. Malyshenko D.G. Ugolovnaya otvetstvennost za nepravomernyj dostup k kompyuternoj informatsii: diss. ... kand. yurid.
nauk. M., 2002. S. 63.

5. Teoreticheskie osnovy preduprezhdeniya prestupnosti na sovremennom etape razvitiya rossijskogo obschestva / Pod
obsch. red. R.V. Zhubrina. M.: Prospekt, 2016. S. 398-407.

Russian journal of legal studies. 2018 « Ne 1 (14) 65





